TESNHHE

SD-WAN FxiE# K 54HMET

£, BikRR, MK
( Y B Az B A FRond) LifonE], Bl 200085 )

i ZE. NT SD-WAN ERBUIR, LT SD-WAN HIRHES L&, ik T SD-WAN Eﬁ%zlxiwkfh

fiE, X SD-WAN [ FE XM Hlas . 2z SRR, SD-WAN ML A FRAEEAT T 38T . @il it

SD-WAN i) FiAHICIHEIAR, % SD-WAN Jit F FIB% 8 e ARBEAT L, AR ﬁﬁiﬁﬂ%ﬂ%ﬂﬁ IPSec BiH.

VXLAN over IPSec . NVGRE over IPSec. SSL FEIEAEFZH M 7 B T 40 bribiss, 440 TARERIBEERAR T . ik
S S U] P B ARSI, 45 Eis S T 418 SD-WAN FLH, $RILE R, 45H1 T POP 4RI

A% ikt SD-WAN ASRERENIHIE . 127875 SD-WAN | R IR R R At T T .

X5#i7: SD-WAN; VxLAN; IPSec; NvGRE

FESES: TNI15.41

XHEAFRIRAS: A

doi: 10.11959/j.issn.1000-0801.2021004
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Abstract: The status of SD-WAN technology was introduced, the SD-WAN advantages with traditional line were
compared. The basic technical features of SD-WAN, the software definition network controllers of SD-WAN, secu-
rity encryption and tenant isolation, the SD-WAN industry standards were described. The relevant technologies of
SD-WAN main manufacturers were also analyzed, the tunnel technology used by SD-WAN was compared. And pri-
vate IPSec tunnel , VXLAN over IPSec, NvGRE over IPSec, SSL tunnel network project used by the different com-
panys was compared and analyzed, the optimized tunnel technology project was given, and optimizational sugges-
tions on how to use tunnel technology to complete networking project were further put forwarded, combined with the
advantages of Internet service product in establishing SD-WAN, the POP network and peer-to-peer networking solu-
tions were given. Finally, it make future development prospect for SD-WAN standards, Internet service product and
SD-WAN manufacturers trends.
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p y/ A/ 4
upp || Esp u LBL u SRR

5 FAF IPSec 334

SD-WAN X} TZ M Nk e @, LBL 24 ME— 1,
4 bit.,
4.2 VXLAN over IPSec

FAMP) VXLAN R Ag P B 25 14 1)

4.3 NvGRE over IPSec

Flags 4 VXLAN [Khr &4,
Reserved MR, J5—> Reserved M1 7 Bto

&

NVGRE U SCBL 741 b B I BE TE AL DI g %

TSI E A, T AR BETE Ok
8, V] R T VXLAN over IPSec HiAK,

H VXLAN B3R SCERAE TPSec 30 . VXLAN
s W SCAR SCAE W 2% A5 i A 22 42, dl 3 TPSec
transport F3, W LLSEIL 22t AR,
VXLAN [{J4hZ 1P bbb #7550, IPSec HUt
VXLAN ##i W EAT s . B, JEauE 24
IPSec tunnel, REI/D> 103/ D808 140, RIS
LN 7 Wl R oY i Dl i e ] e )
i) . LK 6 FAMALE BT LLE 2], VXLAN
WHAFTE Flags. Reserved. VNI 25 BUF E.,

VXLAN Network Identifier {i5 5 &0 T 45 AR

HFYUME )@, H) 7§34 NvGRE over IPSec
Ji%, HiE¥s NvGRE [WHSCE$EAE 1PSec )3
1o 11T NVGRE 72 IS0, 7R M 28 AL AN 242,
183 1PSec transport £, W] LASEELIN AL 4, TR
UERAEPE . T H NVGRE [ JE FIA VXLAN K E0AH
A, ek T fi#vk IPSec tunnel £ T, SZHLAL
%% 2 5 VAR R R U SRR ), R, AR
T . NVGRE FEIE T IR 2 4 02 1) i) it o AR
NvVGRE #5 VXLAN AHLUAFAE— A2, NVvGRE
HLE SR FH 2 GRE WM, V52 4515 % R
KGR GRE SKEFUEATALRE, FrLL NvGRE )
WSROI IIRE, 1 VXLAN A H 1M

SO EEAR USRI RS, BRI AOAR AR 2

Ho, Time Source Destination Exotoral Length Info
10.000000 192.168.2.2 61.151.158.115 VxLAN 154
29.811994 192.168.2.2 61.151.158.115 VxLAN 190
30.811997 192.168.2.2 61.151.158.115 VxLAN 146
40.035999 192.168.2.2 61.151.158.115 VxLAN 146
5 0.060001 192.168.2.2 61.151.158.115 VxLAN 126
6 0.887998 192.168.2.2 61.151.158.115 VxLAN 158
7 ©.891997 61.151.158.115 192.168.2.2 VxLAN 166
8 2.875994 192.168.2.2 61.151.158.115 VxLAN 134
9 2.879994 61.151.158.115 192.168.2.2 VxLAN 146
1@ 2.891997 61.151.158.115 192.168.2.2 VxLAN 146

Frame 1: 154 bytes on wire (1232 bits), 154 bytes captured (1232 bits)
Ethernet II, Src: fa:16:3e:82:c9:e@ (fa:16:3e:82:c9:e0), Dst: fa:16:3e:e7:12:bc (fa:16:3e:e7:12:bc)
Internet Protocol Version 4, Src: 192.168.2.2, Dst: 61.151.158.115
User Datagram Protocol, Src Port: 4790, Dst Port: 4790
~ Virtual eXtensible Local Area Network
Flags: @xlc
Reserved: 32771
Next Protocol: Unknown (252)
VXLAN Network Identifier (VNI): 27921
Reserved: 128
~ Data (104 bytes)
Data: 0200757a00003ec700003eC7000000003e0c775ad3700304..
[Length: 164]

Ke V) mkEESAIMEREE

J& UDP, RIRHISZHF RIL 84T, H) RkgiE
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Ho Time Source Destination Protocol Length Info A
1 @.ec0e00 50.1.2.2 58.1.1.2 ESP 446 ESP (SPI-Bxcb348a32)
2 .8@9989 56.1.2.2 58.1.3.2 ESP 446 ESP (SPI=0x5855e3f7)
3 8.919983 568.1.2.2 58.1.4.2 ESP 446 ESP (SPI=8x2%fecfel)
4 8.823448 50.1.2.2 58.1.4.2 ESP 198 ESP (SPI=0x29fecfel)
58.999%:7 56.1.2.2 58.1.1.2 ESP 446 ESP (SPI=-8xcb348a32)
6 1.8@9941 56.1.2.2 58.1.3.2 ESP 446 ESP (SPI-8x5855e3f7)
7 1.819972 56.1.2.2 58.1.4.2 ESP A46 ESP (SPI=0x29%fecfel)
9 1.999961 56.1.2.2 58.1.1.2 ESP 446 ESP (SPI=8xcb348a32)
16 2.889938 58.1.2.2 58.1.3.2 ESP 446 ESP (SPI=8x5855e3f7) b
< >
Frame 1: 446 bytes on wire (3568 bits), 446 bytes captured (3568 bits)
Ethernet II, Src: HuaweiTe_d@:1@:15 (6@:d7:55:d8:10:15), Dst: HuaweiTe_56:06:66 (38:4c:4f:56:06:66)
Internet Protocol Version 4, Src: 58.1.2.2, Dst: 50.1.1.2
v Encapsulating Security Payload
ESP SPI: @xcb348a32 (3489218898)
ESP Sequence: 38191

K7 HI FRBERAIMEEL

FeARINEAS Bl 7 iR, {E NvGRE over IPSec
P, 1PSec FEIEAIH] T Wp ESP, 7 ESP
SPI. ESP Sequence (ESP /741D, SPI J&H KAfi
ME— )22 4B . Sequence Sk T AR ZICNIB)
1552 2 Biti . ESP (1) )2 Bt padding IR EEEIN
BHHR B K E, padlength /8375 H 7 17
TIHL Next Header &7 T — AN 1) Sk 3 K dhs
KM NVGRE 1) Checksum 7~ GRE 3 fir
A B AL S A H B A, Sequence Number
FRBAM T 5 A NVGRE )30 & FAH,
Key #nEMFEE, —BE 1 Zxt? VSID, 7
HNEAFERRA S BRI AL, FAEA 24 bit

(R AR IR K bR id NVGRE P45 .
44 SSL

D) FiKH] SSL HiARSEHL SD-WAN{H /& SSL
FEAEW TN EATRAHR 2, D RERI 2 AL B
BT BE LSS, RERSERLREARSK SD-WAN
(¥] POP s ZH M, {1 RS ME . SSL A S FFZ VPN
Wb, HESMEDIRE, WRTFEZH, »
ZUAE I SSL 2 HERE, S P Bl 28 1) S RFRE A0S o
D BB AIESE B 8 B, MK 8 I
A5 B ATLLE S, SSL PM A AT T TLS #H3L,
TH B P A E e AR A B I S,
AR 24, TR R E Mg .

<

AmiE® RERe2=E=F LS Eaqaa i
[EAETILE - Cils

o Time Source Destination Protossl Length Infa

r 10.000000 7.7.7.2 7.7.7.1 DTLSv1.@ 67 Application Data

i 2 9.000385 7.7.7.1 7.7.7.2 TLSv1.2 107 Application Data
30.800473 7.7.7.1 7.7.7.2 DTLSv1.@ 67 Application Data
4 @.800857 7.7.7.2 7.7.7.1 DTLSv1.@ 67 Application Data
50.001039 7.7.7.1 7.7.7.2 DTLSv1.@ 67 Application Data

i 6 0.001099 7.7.7.2 =TT TLSv1.2 107 Application Data

3 7 0.801158 7.7.7.1 7.7.7.2 TCP 66 35842 + 443 [ACK] Seq-42 Ack=42 Win=49 Len-0 TSwall

3 81.882472 7.7.7.1 7.7.7.2 TLSV1.2 167 Application Data
9 1.882566 7.7.7.1 7.7.7.2 DTLSv1.8 67 Application Data
10 1.002598 7.7.7.2 T-T-T-1 DTLSv1.@ 67 Application Data
11 1.e02852 7.7.7.1 U-T-0-2 DTLSv1.@ 67 Application Data
12 1.883024 7.7.7.2 7.7.7.1 DTLSv1.@ 67 Application Data

v Internet Protocol Versionm 4, Src: 7.7.7.1, Dst: 7.7.7.2
9100 .... = Version: 4

.. 0101 = Header Length: 20 bytes (5)

Total Length: 53
Identification: @xBbab (35750)
Flags: ©x0000

Fragment offset: @

Time to live: 64

Frame 3: 67 bytes on wire (536 bits), 67 bytes captured (536 bits)
Ethernet II, Src: Fuzhoux-_@5:2e:12 (68:91:d@:d5:2e:12), Dst: Fuzhoux-_85:2F:05 (68:91:d8:d5:2F:65)

Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)

68 91 d@ d5 2f 05 68 91
00 35 8b a6 00 0@ 40 11
@7 82 b8 29 el bb 0@ 21
60 80 80 @f 5a 00 6c f3
2d 18 8a

dé d5 2e 12 08 @@ 45 60
d3 @1 @7 a7 a7 o1 a7 a7
1c 43 17 fe ff 00 02 00
4 a7 5a 48 9c 71 e5 3f

z

ZH-q-2

K8 D/ mikEHE AR
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over IPSec HIAREBFEHA M XM TT %, TR
TRREROR, EREAEITH ) B b AT HE, BE
WAL T BN N AL P bR B I DR, BE AR T
NVGRE FEIE {775 (1) 5 B A7 1], AR 5B L4
K, ST C ) RINFAE IPSec BK, VXLAN
over IPSec H AL & & A4 M4, ORI (H
LEAAAT IPSec BERFFHIZLN, £ i 20 bit [FF4].
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